Computer Data Security Update – June 2008
To CFAES Faculty and Staff:
On April 23, 2008, you received a message announcing the implementation of SafeBoot software for the encryption of college-owned computer systems in accordance with the Institutional Data Policy (IDP) and the Minimum Computer Security Standard (MCSS). Compliance with the policy and the standard is mandated by the Provost. The focus of this phase of our compliance efforts are those computer systems previously identified as containing restricted data. As directed by the Provost, these systems must be encrypted by no later than August 2008. Our most recent survey identified 1,422 computers that require immediate encryption.
Why Is This Being Done?
In a letter to the Deans (October 1, 2007), Provost Alutto outlined the requirement for the university's implementation of the Institutional Data Policy and the Minimum Computer Security Standard. In this letter, the Provost required that colleges and departments implement the IDP and MCSS by spring 2008. Due to the complexity of the university's computing environment, this position was further clarified and a new date for compliance with the Institutional Data Policy was established as August 2008.
The university’s institutional data and computing resources are valuable assets that must be maintained and protected. In addition, the privacy of university community members, clients, and their personal information included in the university’s institutional data must be protected to the greatest possible extent. The purpose of these security standards is to help ensure the protection of the university’s institutional data and computing resources from accidental or intentional unauthorized access, damage, alteration or disclosure while preserving the ability of authorized users to access and use institutional data and computing resources for appropriate university purposes.
What This Means To Me
In the coming weeks you may be contacted to have your computer system encrypted. I/T staff have developed an implementation approach that will ensure the creation of a good backup of all data contained on a system, as well as a test to ensure nominal operation of the system, prior to encryption. Using this approach will reduce the chance that a system might be damaged by the encryption procedure.
 
The SafeBoot software integrates with the computer's operating system and should not present operational difficulties in normal use. Only a user name and password are required for access. For some of you, this may represent a new way of interacting with your computer. You may also experience other changes that are necessary to ensure we are complying with the security standards, such as:
· Most systems will have a screen saver with password protection enabled to prevent unauthorized access when you are away.
· Your login password will be required to be complex (for example, at least 8 characters long with at least one alphabetical and one numerical character).
· You will be required to change your login password on at least a semi-annual basis.
· Sharing of an individual user account is strongly discouraged. 
While the term ‘encryption’ may sound intrusive, the process itself will be managed internally by the system and will require only a single user login. The point of encryption is to reduce institutional risk; it will protect sensitive data that may be, through the course of your daily activities, stored on your computer system. Encryption protects the data on the system's hard drive. If the system is ever lost or stolen, or an unauthorized attempt is made to access the system, all of the data stored on the system is protected.
The SafeBoot software can also encrypt removable devices, and I/T staff will assist you with procedures for this type of protection if needed. Please recall that the Institutional Data Policy and the MCSS require the encryption of removable devices if restricted data is present.
 
The Timing Of The Process
Implementation of the SafeBoot software will be time-consuming and requires a coordinated effort by our I/T staff to meet the August 2008 deadline. To accomplish this, the I/T staff that support each department and unit will be scheduling installations to accommodate the needs of particular groups with emphasis on minimizing business disruptions. Please be flexible in allowing access to your system, and notify the technicians of any known problems.
When your system is scheduled for encryption, it may be unavailable for an extended period, perhaps a day or over a weekend. Due to the age and condition of some of our computer hardware, certain systems may require more time to successfully encrypt than others. I/T staff will also use this service opportunity to verify that the operating system and application software on the system are up-to-date, that the system has an active firewall, that the system has anti-virus and/or anti-malware software installed and configured correctly, and that an appropriate system user account and password are present.
Whom To Contact For More Information
Information about the encryption process and the installation schedule for departments and units will be provided by your local I/T support staff. You will receive additional information about the use of SafeBoot and how to effectively manage a computer system that has been encrypted as part of the implementation process. For general questions and information about college-level plans, please contact Rob Luikart, Chief Information Officer for CFAES (luikart.7@cfaes.osu.edu).
